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(57) 	 ABSTRACT 

In a server for authenticating a user, an acquiring unit 
acquires current authentication information that is created 
using an arbitrary value and that is used for a current 
authentication process, from user. A receiving unit receives 
first transmission information in which next authentication 
information to be used for a next authentication process is 
hidden using the current authentication information, and 
second transmission information in which the arbitrary value 
is hidden using the next authentication information, from the 
user. A calculating unit calculates the next authentication 
information based on the first transmission information and 
the current authentication information, and the arbitrary 
value based on calculated next authentication information 
and the second transmission information. A determining unit 
determines whether to authenticate the user based on the 
arbitrary value and the current authentication information. 
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FIG.4 
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FIG.5 
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AUTHENTICATION METHOD, AUTHENTICATION 	tion A, is authentication information used for the first time 
APPARATUS, AND COMPUTER PRODUCT 	(n=1) authentication. 

A,^x,(ID, S XOR N,) 	 (1) 
BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a technology for an 
authentication processing for authenticating a communica-
tion party or a user in an information communication 
system. 

[0003] 2. Description of the Related Art 

[0004] Conventionally, when an authenticator (server) 
authenticates a party to be authenticated (user), a password 
authentication method is widely used, in which the server 
requests the user to input a password, and authenticate the 
user with a validity of the input password. In addition, to 
secure a safety, a one-time password method in which a 
password valid for only one authentication is used, or an 
authentication method in which authentication information 
created from a password is used instead of the password 
itself is used. 

[0005] A simple and secure password authentication pro-
tocol Ver. 2 (SAS-2) authentication method is an example of 
the password authentication method in which a server 
authenticates a user based on following procedures (see, for 
example, Information and Communication Engineers, 
OIS2002-30, Vol. 102, No. 314, pp. 7-11, 2002, The Institute 
of Electronics, "Simple and secure password authentication 
protocol, Ver. 2 (SAS-2)" by Takasuke Tsuji, et. al.). FIG. 10 
and FIG. 11 are flowcharts of a processing procedure for a 
user authentication in the SAS-2 authentication method. 

[0006] In the following explanation, "^" indicates a 
substitution to a left-hand side by a right-hand side, "S" 
represents a password that is privately held by a user, "ID" 
represents an identifier for a user, "XOR" represents an 
exclusive-OR operator, "n" is the number of authentication, 
and "Na" is a random number (n is a positive integer equal 
to or greater than "1", and is used for specifying the random 
number). In addition, "F" and "H" represent one-way func-
tions that do not use the password S, "X" is a one-way 
function that uses the password S and the random number 
Nn, and Xn=X(ID, S XOR Na). 

[0007] Initially, a user makes a registration in a server 
from which the user wants to get an authentication (herein-
after, the operation of the registration is referred to as "an 
initial registration"). FIG. 10 is a flowchart of the initial 
registration of a user, according to the conventional tech-
nology. The user possesses a user identifier ID and a 
password S in advance. 

[0008] The user creates a random number N, and stores 
the created random number N, (step S1001). The user 
calculates initial authentication information A, defined by 
Equation 1 using the random number N 1 , the password S 
that is held privately, and the user identifier ID (step S1002), 
and transmits the authentication information A, with the user 
identifier ID via a safe means (step S1003). The safe means 
includes a dedicated line for the authentication information, 
and a mailing of a recording medium in which the authen-
tication information is stored. The authentication informa- 

[0009] The server stores the authentication information A, 
in association with the user identifier ID, which is transmit-
ted at step S1003 (step S1004). In this manner, the initial 
registration of the user is completed. 

[0010] FIG. 11 is a flowchart of an nth  time authentication 
after the first time (n=1) authentication, according to the 
conventional technology. At this moment, the user possesses 
ID, S, and Nn, and the server holds ID and A n  (at the time 
of the first time authentication, n=1). The user calculates A n 

 defined by Equation 2, from the stored random number Nn  
(step S1101). 

A^,--X (ID, S XOR N,) 	 (2) 

[0011] Then, the user creates a new random number Nn+1 
and stores the created random number Nn+1, or takes An as 
Nn+1 and stores Nn+1 (step S1102). Subsequently, C and D 
defined by Equations 3 and 4, respectively, are calculated 
using Nn+1, and a, AND (3 defined by Equations 5 and 6, 
respectively, are calculated using C, D, and An (step S1103). 

C--X (ID, S XOR N 1 ) 	 (3) 

D--F(ID, C) 	 (4) 

a--C XOR (D+An) 	 (5) 

P--D XOR An 	 (6) 

[0012] Finally, the user transmits calculated a AND (3 
together with ID to the server (step S1104). At this time, A n 

 is current authentication information used for a current 
authentication process, C is next authentication information 
to be used for a next authentication process, and D is another 
next authentication information obtained by unidirectional 
conversion of the next authentication information C. 

[0013] Upon receiving a AND (3 from the user, the server 
calculates D defined by Equation 7 using the current authen-
tication information An that is registered corresponding to 
ID, and calculates C defined by Equation 8 using calculated 
D and the current authentication information, with respect to 
received a AND (3 (step 51105). 

D_-PXOR An 	 (7) 

C--aXOR (D+A„) 	 (8) 

[0014] Thereafter, the server carries out a unidirectional 
conversion of C calculated from Equation 8 with ID, and 
verifies if a result of the unidirectional conversion is iden-
tical to D (F(ID, C)=D?) (step S1106). If the result of the 
unidirectional conversion is identical to D ("YES" at step 
S1106), the server authenticates the user (authentication 
complete), and stores the next authentication information C 
as authentication information to be used for the next ((n+ 
1)t,) authentication (step S1107). 

[0015] On the other hand, if the result of the unidirectional 
conversion is not identical to D ("NO" at step S1106), the 
server denies the authentication of the user (step S1108), and 
ends the process of the flowchart. By carrying out the above 
process, the server determines whether to authenticate a user 
who calls for an authentication. 

[0016] According to the above conventional technology, 
the authentication process is carried out based on transmis-
sion information that is mask-processed using the current 
authentication information A that is registered in the server. 
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Therefore, it is possible to create the transmission informa-
tion with ease by stealing the current authentication infor-
mation stored in the server, and as a result, a malice third 
party can carry out an illegal authentication. 

[0017] In particular, a server installed in a public place or 
a server installed by a person who does not have enough 
knowledge of a security is apt to be a target of a malice, and 
the current authentication information can be easily stolen. 
In addition, when there is a malice on the server side, the 
malice can take on the position of a legal user to be 
authenticated by using the current authentication informa-
tion stored in the server. 

[0018] Furthermore, if the malice can succeed to obtain an 
illegal authentication by taking on the position of the legal 
user, private information can be leak, or information of the 
legal user can be illegally modified. Once information is 
disclosed, it cannot be returned to a private state, resulting 
in a serious damage to both the authenticator and the user. 

SUMMARY OF THE INVENTION 

[0019] It is an object of the present invention to at least 
solve the above problems in the conventional technology. 

[0020] A method of authenticating a subject device to be 
authenticated according to one aspect of the present inven-
tion includes acquiring current authentication information 
that is created using an arbitrary value, and that is used for 
a current authentication process, from the subject device; 
receiving first transmission information in which next 
authentication information to be used for a next authentica-
tion process is hidden using the current authentication 
information, and second transmission information in which 
the arbitrary value is hidden using the next authentication 
information, from the subject device; calculating the next 
authentication information based on the first transmission 
information and the current authentication information; cal-
culating the arbitrary value based on calculated next authen-
tication information and the second transmission informa-
tion; and determining whether to authenticate the subject 
device based on calculated arbitrary value and the current 
authentication information. 

[0021] A method of requesting an authentication to an 
authenticating apparatus from a subject device to be authen-
ticated according to another aspect of the present invention 
includes creating current authentication information that is 
used for a current authentication process, using an arbitrary 
value; delivering the current authentication information to 
the authenticating apparatus; creating first transmission 
information in which next authentication information to be 
used for a next authentication process is hidden using the 
current authentication information; creating second trans-
mission information in which the arbitrary value is hidden 
using the next authentication information; and transmitting 
the first transmission information and the second transmis-
sion information to the authentication apparatus. 

[0022] A computer-readable recording medium according 
to still another aspect of the present invention stores therein 
a computer program according to the above aspects. 

[0023] An authentication apparatus according to still 
another aspect of the present invention includes a first 
acquiring unit configured to acquire, from a subject device 
to be authenticated, current authentication information that 

is created using an arbitrary value and that is used for a 
current authentication process; a receiving unit configured to 
receive first transmission information in which next authen-
tication information to be used for a next authentication 
process is hidden using the current authentication informa-
tion, and second transmission information in which the 
arbitrary value is hidden using the next authentication infor-
mation, from the subject device; a first calculating unit 
configured to calculate the next authentication information 
based on the first transmission information and the current 
authentication information; a second calculating unit con-
figured to calculate the arbitrary value based on calculated 
next authentication information and the second transmission 
information; and a determining unit configured to determine 
whether to authenticate the subject device based on calcu-
lated arbitrary value and the current authentication informa-
tion. 

[0024] An authentication apparatus according to still 
another aspect of the present invention includes a first 
creating unit configured to create current authentication 
information that is used for a current authentication process, 
using an arbitrary value; a delivering unit configured to 
deliver the current authentication information to the authen-
ticating apparatus; a second creating unit configured to 
create first transmission information in which next authen-
tication information to be used for a next authentication 
process is hidden using the current authentication informa-
tion; a third creating unit configured to create second trans-
mission information in which the arbitrary value is hidden 
using the next authentication information; and a transmitting 
unit configured to transmit the first transmission information 
and the second transmission information to the authentica-
tion apparatus. 

[0025] The other objects, features, and advantages of the 
present invention are specifically set forth in or will become 
apparent from the following detailed description of the 
invention when read in conjunction with the accompanying 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] FIG. 1 is a schematic of an authentication process-
ing system according to embodiments of the present inven-
tion; 

[0027] FIG. 2 is a block diagram of a hardware configu-
ration of the authentication processing system; 

[0028] FIG. 3 is a block diagram of a functional configu-
ration of the authentication processing system; 

[0029] FIG. 4 is a flowchart of an initial registration of a 
user, according to a first embodiment of the present inven-
tion; 

[0030] FIG. 5 is a flowchart of an nth  time authentication 
after a first time (n=1) authentication, according to the first 
embodiment; 

[0031] FIG. 6 is a flowchart of an initial registration of a 
user, according to a second embodiment of the present 
invention; 

[0032] FIG. 7 is a flowchart of an nth  time authentication 
after the first time (n=1) authentication, according to the 
second embodiment; 
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[0033] FIG. 8 is a flowchart of an initial registration of a 
user, according to a third embodiment of the present inven-
tion; 

[0034] FIG. 9 is a flowchart of an nth  time authentication 
after the first time (n=1) authentication, according to the 
third embodiment; 

[0035] FIG. 10 is a flowchart of a user authentication in 
the SAS-2 authentication method; and 

[0036] FIG. 11 is a flowchart of an nth  time authentication 
after the first time (n=1) authentication in the SAS-2 authen-
tication method. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0037] Exemplary embodiments according to the present 
invention will be explained in detail below with reference to 
the accompanying drawings. 

[0038] A system configuration of an authentication pro-
cessing system according to the embodiments will be 
explained with reference to FIG. 1. In a first embodiment to 
a third embodiment of the present invention, the system 
configuration of the authentication processing system, hard-
ware configuration, and functional configuration (corre-
sponding to FIG. 1 to FIG. 3) are common. 

[0039] FIG. 1 is a schematic diagram for illustrating a 
system configuration of an authentication processing system 
1 according to the present invention. The authentication 
processing system 1 is configured with a user 2 (2a to 2f) and 
a server 3. In the authentication processing system 1, the 
user 2 is an apparatus to be authenticated that makes a 
request for an authentication to an authenticating apparatus, 
and the server 3 is the authenticating apparatus that authen-
ticates the apparatus to be authenticated. The user 2a to 2f 
and the server 3 are connected via a network 4. 

[0040] The user 2 makes a request for an authentication to 
the server 3, and receives a predetermined service (such as 
a data communication connection service, a gate pass per-
mission, and a contents providing) that is provided by the 
server 3. The server 3 carries out an authentication process 
for the user 2, and when the user 2 is authenticated, provides 
the predetermined service to the user 2. Hereinafter, when 
the server 3 authenticated the user 2 (when an authentication 
is completed), it is assumed that an interconnection between 
the server 3 and the user 2 is started. In addition, although 
a detailed explanation is not given, the user 2 can also carry 
out an inter-authentication to authenticate the server 3 to 
which the user makes a request for an authentication. 

[0041] FIG. 2 is a block diagram for illustrating an 
example of a hardware configuration of the user 2 and the 
server 3 constituting the authentication processing system 1. 
Hereinafter, for the sake of convenience in explanation, it is 
assumed that the user 2 and the server 3 has the same 
hardware configuration, and an object that implements each 
of functions of the user 2 and the server 3 is referred to as 
"an apparatus". 

[0042] A central processing unit (CPU) 11 controls the 
entire apparatus, a read only memory (ROM) 12 stores a 
basic input-output program, and a random access memory 
(RAM) 13 is used as a working area of the CPU 11. 

[0043] A hard disk drive (HDD) 14 controls a read/write 
of data with respect to a hard disk (HD) 15 according to a 
control of the CPU 11, and the HD 15 stores data written by 
a control of the HDD 14. A flexible disk drive (FDD) 16 
controls a read/write of data with respect to a flexible disk 
(FD) 17 according to a control of the CPU 11, and the FD 
17 stores data written by a control of the FDD 16. 

[0044] A display 18 displays a variety of data, such as a 
cursor, a menu, a window, a text, and an image. A network 
interface (IF) 19 carries out a reception and a transmission 
of data with respect to the network 4. A keyboard 20 includes 
a plurality of keys for inputting a text, a numerical value, and 
a variety of instructions, and a mouse 21 carries out selection 
and execution of a variety of instructions, selection of an 
object to be processed, and movement of the cursor. 

[0045] A scanner 22 optically reads a text or an image, a 
printer 23 prints out a text or an image on a paper or the like, 
a compact disk-read only memory (CD-ROM) 24 is a 
removable recording medium, a CD-ROM drive 25 controls 
a read/write of data with respect to the CD-ROM 24, and a 
bus (or a cable) 26 connects the above components. 

[0046] FIG. 3 is a block diagram for illustrating a func-
tional configuration of the user and the server constituting 
the authentication processing system. 

[0047] The user 2 includes a creating unit 31, a delivering 
unit 32, a calculating unit 33, and a transmitting unit 34. The 
creating unit 31 creates current authentication information 
(A) that is used for a current authentication process, using an 
arbitrary value (a). The creating unit 31 creates the current 
authentication information by carrying out an using a one-
way function with which a calculation of a value before the 
operation is difficult for the arbitrary value. In addition, the 
creating unit 31 creates an authentication key (K) that is 
unique to the user 2, together with the current authentication 
information. 

[0048] The one-way function is a function with which, 
when two values (x and y) are operated using the function, 
even if a value (z) of a result of the operation and one of the 
two values (for example, x) are known, it is difficult to 
calculate the other value (y). In other words, when the 
one-way function is h, a value z obtained by operating the 
values x and y using the one-way function h is expressed as 
z=h(x, y). At this time, it is difficult to calculate y from x and 
z. 

[0049] The delivering unit 32 delivers the current authen-
tication information created by the creating unit 31 to the 
server 3. In addition, the delivering unit 32 delivers the 
authentication key to the server 3 together with the current 
authentication information. The delivering of the current 
information and the authentication key means sending infor-
mation to the server 3 using a method that is not available 
to a third party other than the server 3, such as a transmission 
via a dedicated line for the information, and a mailing of a 
recording medium in which the information is stored. 

[0050] The calculating unit 33 calculates next authentica-
tion information (B) that is used for a next authentication 
process, and calculates first transmission information, in 
which next authentication information to be used for a next 
authentication process is hidden using the current authenti-
cation information, and second transmission information, in 
which the arbitrary value is hidden using the next authen- 
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tication information. The calculating unit 33 calculates a 
value by carrying out an operation using a mask function 
with which a calculation of a value before the operation is 
easy for the next authentication information and the current 
authentication information, as the first transmission infor-
mation, and a value by carrying out the operation using the 
mask function for the next authentication information (or 
sum of the next authentication information and the authen-
tication key) and the arbitrary value, as the second trans-
mission information. 

[0051] The mask function is a function with which, when 
the operation is carried out twice, a result of the operation 
becomes the original value, such as an exclusive OR (XOR). 
Hereinafter, the mask function is taken as the exclusive-OR 
operation. 

[0052] The transmitting unit 34 transmits the first trans-
mission information and the second transmission informa-
tion calculated by the calculating unit 33 to the server 3. The 
transmitting unit 34 transmits the above transmission infor-
mation to the server 3 via the network 4. 

[0053] The server 3 includes an acquiring unit 41, a 
receiving unit 42, a calculating unit 43, and a determining 
unit 44. The acquiring unit 41 acquires the current authen-
tication information delivered by the delivering unit 32 of 
the user 2 and the authentication key unique to the user 2. 
The receiving unit 42 receives the first transmission infor-
mation and the second transmission information transmitted 
by the transmitting unit 34 of the user 2. 

[0054] The calculating unit 43 calculates the next authen-
tication information using the first transmission information 
received by the receiving unit 42 and the current authenti-
cation information acquired by the acquiring unit 41, and 
calculates the arbitrary value using the next authentication 
information and the second transmission information. The 
calculating unit 43 calculates the next authentication infor-
mation (or sum of the next authentication information and 
the authentication key) by carrying out the exclusive-OR 
operation with respect to the first transmission information 
and the current authentication information, and calculates 
the arbitrary value by carrying out the exclusive-OR opera-
tion with respect to the next authentication information (or 
sum of the next authentication information and the authen-
tication key) and the second transmission information. 

[0055] The determining unit 44 determines whether to 
authenticate the user 2, based on the arbitrary value calcu-
lated by the calculating unit 43 and the current authentica-
tion information acquired by the acquiring unit 41. The 
determining unit 44 determines whether a value obtained by 
carrying out the operation using the one-way function for the 
arbitrary value is identical to the current authentication 
information. When the value obtained by carrying out the 
operation using the one-way function for the arbitrary value 
is identical to the current authentication information, the 
server 3 authenticates the user 2, otherwise denies the 
authentication of the user 2. 

[0056] Each of the above components is implemented by 
executing a command process by the CPU 11 according to 
a command of a program that is loaded to the RAM 13 from 
a variety of recording media, such as the HD 15, the FD 17, 
and the CD-ROM 24 of each of the apparatuses. 

[0057] Following is an explanation for a process when the 
server 3 (authenticating apparatus) authenticates the user 2 

(apparatus to be authenticated). Prior to the authentication 
process, an initial registration process of the user 2 is carried 
out with respect to the server 3. The server 3 carries out the 
authentication process to authenticate the user 2 using 
information registered at the time of the initial registration. 

[0058] In the following explanation, "^" indicates a 
substitution of a left-hand side by a right-hand side, "S" 
means a password that is privately held by the user (appa-
ratus to be authenticated), "ID" is a user identifier, "XOR" 
is the exclusive-OR operator, "n" is the number of authen-
tication, and "Na" is a random number (n is a positive integer 
equal to or greater than "1", and is used for specifying the 
random number), F is a one-way function that does not use 
the password S. When z=F(x, y), it is difficult to quantita-
tively calculate y from z and x. "X" is a one-way function 
that uses the password S and the random number N n, and 
Xn=X(ID, S, Na). 

[0059] FIG. 4 is a flowchart of a processing procedure for 
an initial registration of the user, according to a first embodi-
ment of the present invention. The user 2 possesses the user 
identifier ID for identifying itself from among a plurality of 
the users 2. In addition, the user 2 holds the password S that 
is private to itself. The user identifier ID and the password 
S can be registered in the user 2, or can be requested in each 
case of process. 

[0060] Firstly, the user 2 creates a private key K and a 
random number N 1 , and stores created private key K and 
random number N, (step S101). Then, the user 2 calculates 
A, following Equations 9 and 10, using the user identifier 
ID, the password S, and the random number N 1 . The A, in 
Equation 9 is authentication information An  that is used for 
the first time (n=1) authentication. Hereinafter, the A, is 
referred to as first-time authentication information. 

a--X(ID, S, N 1) 	 (9) 

A 1 ^F(ID, a) 	 (10) 

[0061] The user 2 transmits the user identifier ID, the 
private key K, and the first-time authentication information 
A, via a safe means (step S103) . The safe means includes 
a transmission through a dedicated line for the information 
and a mailing of a recording medium in which the informa-
tion is stored. Then, the user 2 stores the calculated first-time 
authentication information A, (step S104), and ends the 
process of the flowchart. 

[0062] The server 3 stores each of the private key K and 
the first-time authentication information A, transmitted from 
the user 2 in association with the user identifier ID (step 
S105), and ends the process of the flowchart. 

[0063] FIG. 5 is a flowchart of a processing procedure for 
an n authentication after the first time (n=1) authen-
tication, according to the first embodiment. At this moment, 
the user 2 possesses the private key K, the random number 
Nn  (at the time of the first time authentication, n=1), and the 
authentication information An  (at the time of the first time 
authentication, n=1), as stored information. The server 3 
possesses ID of the user 2, the private key K and the 
authentication information An  (at the time of the first time 
authentication, n=1) transmitted from the user 2 at the time 
of initial registration in FIG. 4, as stored information. 

[0064] The user 2 calculates a defined by Equation 11 
from stored Nn  (step S151). Then, the user 2 creates a new 
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random number N,,,, stores the created random number 	shown in following Equations 20 and 21. In addition, it is 
(step S152), and calculates B defined by Equation 13 fol- 	possible to use any kind of operation between B and K, such 
lowing Equations 11 and 12 (step S153). 	 as a multiplication and a division. 

a --X(ID, S, N) 	 (11) 

b--X(ID, S, N, 1 ) 	 (12) 

B --F(ID, b) 	 (13) 

[0065] The user 2 calculates a and (3 defined by Equations 
14 and 15, respectively, using the calculated a and B, and the 
stored K and An  (step S154), and transmits ID, a, and (3 to 
the server 3 (step S155). Then, the user 2 stores B calculated 
at step S153 as next authentication information A n+ , (step 
S156), and ends the process of the flowchart. Here, a is data 
that becomes a source of the authentication information A. 

a--B XOR A n 	 (14) 

P --(B+K) XOR a 	 (15) 

[0066] The server 3 calculates B defined by Equation 16 
using the authentication information A n  that is registered in 
association with ID of the user 2 (step S157), and calculates 
a defined by Equation 17 using a sum of B and K, with 
respect to a and (3 received from the user 2. 

B _-aXOR A n 	 (16) 

a --PXOR (B+K) 	 (17) 

[0067] The server 3 determines whether a result of the 
unidirectional conversion of the calculated a and the stored 
ID, F(ID, a) is identical to A n  (step 5158). When F(ID, a) is 
identical to An  ("YES" at step S158), the server 3 authen-
ticates the user 2, and starts a connection with the user 2 
(step S159). In addition, the server 3 stores B as the next 
authentication information (A,,,) to be used for the next 
authentication (step S160), and ends the process of the 
flowchart. On the other hand, when F(ID, a) is not identical 
to An  ("NO" at step S158), the server denies the authenti-
cation of the user 2, transmits an error message to the user 
2 (step S161) , and ends the process of the flowchart. 

[0068] The method of calculating a and (3 at step S154 is 
not limited to the above Equations 14 and 15. In the 
calculation shown in Equations 14 and 15, a sum of B and 
K is used for calculating P. However, this process is to 
prevent, when a and (3 are acquired by a third party during 
a transmission of a and (3 to the server 3, an attack by the 
third party using the acquired values. In other words, by 
performing an operation on either one of B that is used for 
calculating a and B that is used for calculating (3, so that the 
B portion (the value that is exclusive-OR operated with A n  
or a) of a and the B portion of (3 are different, B cannot be 
calculated from a and (3. The method of calculating a and 
(3 can be any one, not being limited to above Equations 14 
and 15, as long as it satisfies the above condition. 

[0069] For example, it is possible to use a value created 
from common information between the user 2 and the server 
3, such as ID, or common information such as A n  as K. In 
the above example, K is a value calculated as the private key 
at step S101, however, a and (3 can be calculated as 
following Equations 18 and 19 by using the user identifier 
ID. 

a--B XOR An 	 (18) 
--(B +ID) XOR a 	 (19) 

[0070] Furthermore, when calculating (3, a subtraction of 
K from B can be used instead of an addition of K to B, as 

a--B XOR An 	 (20) 

P--(B-K) XOR a 	 (21) 

[0071] Moreover, when calculating a, an operation using 
K can also be used. For example, an addition of K to B can 
be used for calculating a, as shown in following Equations 
22 and 23. However, an operation to B in calculating a 
should be the one for which an inverse operation is possible, 
such as B—K. 

a --(B+K) XOR An 	 (22) 

P_-B XOR a 	 (23) 

[0072] In addition to the above methods of calculation, a 
combination of operations can be used for calculating a and 
(3, as shown in following Equations 24 and 25. 

a__(B -ID) XOR An 	 (24) 

P_-B XOR a 	 (25) 

[0073] In this manner, there are various methods of cal-
culating a and (3, however, a method of calculating a at step 
S157 depends on the method of calculating a and (3. For 
example, when a and (3 are calculated using the above 
Equations 18 and 19, a can be calculated using operations 
shown in following Equations 26 and 27. 

B --a XOR An 	 (26) 

a --aXOR (B +ID) 	 (27) 

[0074] As described above, according to the first embodi-
ment, the authentication information for an authentication 
process can only be created using data (password S and 
random number N) that become sources of the authentica-
tion information that is exclusively stored in the apparatus to 
be authenticated (user 2). Therefore, even if information 
regarding the apparatus to be authenticated (ID, K, A,), 
which is stored in the authenticating apparatus (server 3) is 
stolen by a third party, the third party cannot create the 
authentication information for the authentication process, 
and cannot obtain an authentication by the authenticating 
apparatus. 

[0075] According to the first embodiment, a countermea-
sure is taken against a stealing of information on an appa-
ratus to be authenticated (user 2) from an authenticating 
apparatus (server 3), by creating authentication information 
to be used for an authenticating process from data that is 
stored in the apparatus to be authenticated only. According 
to a second embodiment of the present invention, it is 
confirmed whether information that becomes a source of 
current authentication information (A,) that is used for a 
current (nth)  authentication is calculated from information 
that is encrypted using next authentication information (A n, 
i:B) that is used for a next ((n+1) t,) authentication. With this 
mechanism, it is possible to detect a modification of deliv-
ering information by a third party. 

[0076] FIG. 6 is a flowchart of a processing procedure for 
an initial registration of a user, according to the second 
embodiment. The user 2 possesses a user identifier ID for 
identifying itself from a plurality of users 2. In addition, the 
user 2 possesses a private password S that is known to itself 
only. 
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[0077] Firstly, the user 2 creates a private key K, and 
stores K (step S201). Then, the user 2 creates random 
numbers N, and N2, and stores N2  (step S202). The user 2 
calculates Al from following Equations 28 and 29, and 
calculates yl from following Equations 30 to 32, using the 
user identifier ID, the password S, and the random numbers 
N, and N2  (step S203). The Al and y1 are first-time authen-
tication information that are used for a first time (n=1) 
authentication. The right-hand side of Equation 32 E_{B}(a) 
is a value obtained by encrypting a by using B as a key. 

a--X(ID, S, N1 ) (28) 

A i  ^F(ID, a) (29) 

b^X(ID, S, N 2) (30) 

B--F(ID, b) (31) 

y i -E {B}(a) (32) 

[0078] The user 2 transmits the user identifier ID, the 
private key K, and the first-time authentication information 
Al and yl via a safe means (step S204). Then, the user 2 
stores the calculated a and b (hereinafter, "authenticator a 
and b"), Ai , and B (step S205), and ends the process of the 
flowchart. 

[0079] The server 3 stores each of the private key K and 
the first-time authentication information Al and yl trans-
mitted from the user 2 in association with the user identifier 
ID (step S206), and ends the process of the flowchart. With 
the above process, the user 2 is initially registered in the 
server 3. 

[0080] FIG. 7 is a flowchart of a processing procedure for 
an nth  time authentication after the first time (n=1) authen-
tication, according to the second embodiment. At this 
moment, the user 2 possesses the private key K, the random 
number Nn., (at the time of the first time authentication, N 2 

 because n=1), the authentication information An  (at the time 
of the first time authentication, n=1), B, and the authenti-
cator a and b, as stored information. The server 3 possesses 
the private key K, and the authentication information A n  and 
yn  (at the time of the first time authentication, n=1) trans-
mitted from the user 2 at the time of initial registration in 
FIG. 6, as stored information. 

[0081] The user 2 calculates b defined by Equation 33 
from stored Nn., (step S251), and determines whether the 
calculated b is identical to the stored b (step S252). At this 
time, ID and S that are used for calculating b can be 
requested to the user 2 for every authentication process, and 
can be stored in the user 2. When the calculated b is identical 
to the stored b ("YES" at step S252), the user 2 goes to step 
S253. On the other hand, when the calculated b is not 
identical to the stored b ("NO" at step S252), the user 2 ends 
the process of the flowchart. 

b--X(ID, S, N , i ) 	 (33) 

[0082] The user 2 creates a new random number 
stores Nn+2  (step S253), and calculates an authenticator c 
and authentication information C from following Equations 
34 and 35 (step S254). The authenticator c and the authen-
tication information C are the information after the next 
authentication information for an authentication after the 
next authentication. 

c--X(ID, S. N, 2 ) 	 (34) 

C--F(ID, c) 	 (35)  

[0083] Subsequently, the user 2 calculates a, (3, and yn+1 
defined by following Equations 36 to 38, respectively, using 
the calculated b and D, and the stored K, An, and B (step 
S255). Then, the user 2 transmits ID, a, (3, and yn+1 to the 
server 3 (step S256). In addition, the user 2 stores the 
calculated c and C as the next authenticator b and the next 
authentication information B (step S257), and ends the 
process of the flowchart. As for the method of calculating a 
and (3, although there are various methods as described in the 
first embodiment, operations shown in following Equations 
36 and 37 are used as an example. 

a--B XOR An 	 (36) 

P--(B+K) XOR a 	 (37) 

(38) 

[0084] The server 3 calculates a from following Equations 
39 and 40 using the authentication information A n  and the 
private key K that are stored in association with a, (3, and ID 
received from the user 2 (step S258). 

B--aXOR An 	 (39) 

a--PXOR (B+K) 	 (40) 

[0085] Then, the server 3 determines whether a result of 
the unidirectional conversion of the calculated a and the 
stored ID, F(ID, a), is identical to A n  (step S259). When 
F(ID, a) is identical to An  ("YES" at step S259), the server 
3 authenticates the user 2. Subsequently, the server 3 
decrypts the encrypted information yn using the received B 
(indicated as D_{B}(yn)), and determines whether 
D_{B}(yn) is identical to a (step S260). 

[0086] When D_{B}(yn) is identical to a ("YES" at step 
S260), the server 3 verifies that the authentication informa-
tion B is not modified, and starts a connection with the user 
2 (step S261). In addition, the server 3 stores B as authen-
tication information (A,+ ,) that is used for the next ((n+1) t,) 
authentication process (step S262), and ends the process of 
the flowchart. 

[0087] On the other hand, when F(ID, a) is not identical to 
An  ("NO" at step S259), the server 3 denies the authentica-
tion of the user 2, transmits an error message to the user 2 
(step S263), and ends the process of the flowchart. Further-
more, when D_{B}(yn) is not identical to a ("NO" at step 
S260), the server 3 determines that the authentication infor-
mation B is modified, transmits an error message to the user 
2 (step S263), and ends the process of the flowchart. 

[0088] As described above, according to the second 
embodiment, the authentication information for an authen-
tication process can only be created using data (password S 
and random number Nn+1) that become sources of the 
authentication information that is exclusively stored in the 
apparatus to be authenticated (user 2). Therefore, even if 
information regarding the apparatus to be authenticated (ID, 
K, An, yn), which is stored in the authenticating apparatus 
(server 3) is stolen by a third party, the third party cannot 
create the authentication information for the authentication 
process, and cannot obtain an authentication by the authen-
ticating apparatus. 

[0089] Furthermore, by verifying whether data 
(a:D{B}(yn)) that becomes a source of the current authen-
tication information that is used for the current authentica-
tion is calculated from information (yn:E{B}(a)) that is 
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encrypted using the next authentication information (B), it is 
possible to detect a modification of delivering information 
by a third party. 

[0090] According to a third embodiment of the present 
invention, data used for detecting a modification of deliv-
ering information is different from data used for an authen-
tication process. With this mechanism, it is possible to 
enhance a security of the authentication process. 

[0091] FIG. 8 is a flowchart of a processing procedure for 
an initial registration of a user, according to a third embodi-
ment of the present invention. The user 2 possesses a user 
identifier ID for identifying itself from a plurality of users 2. 
In addition, the user 2 possesses a private password S that is 
known to itself only. 

[0092] Firstly, the user 2 creates a private key K, and 
stores K (step S301). Then, the user 2 creates random 
numbers N, and N2, and stores N2  (step S302) . The user 2 
calculates Al from following Equations 41 to 43, and 
calculates yl from following Equations 44 to 47, using the 
user identifier ID, the password S, and the random number 
N, (step S303). The Al and yl are first-time authentication 
information that are used for a first time (n=1) authentica-
tion. The right-hand side of Equation 47 E_{B'}(a) is a value 
obtained by encrypting a by using B' as a key. 

a^X(ID, S, N1 ) (41) 

A--F(ID, a) (42) 

A',--F(ID, A) (43) 

b^X(ID, S, N 2) (44) 

B--F(ID, b) (45) 

B'--F(ID, B) (46) 

(47) 

[0093] The user 2 transmits the user identifier ID, the 
private key K, and the first-time authentication information 
Al and yl via a safe means (step S304). Then, the user 2 
stores the calculated a and b (hereinafter, "authenticator a 
and b"), A, A' 1 , B, and B' (step S205), and ends the process 
of the flowchart. 

[0094] The server 3 stores each of the private key K and 
the first-time authentication information Al and yl trans-
mitted from the user 2 in association with the user identifier 
ID (step S306), and ends the process of the flowchart. With 
the above process, the user 2 is initially registered in the 
server 3. 

[0095] FIG. 9 is a flowchart of a processing procedure for 
an nth  time authentication after the first time (n=1) authen-
tication, according to the third embodiment. At this moment, 
the user 2 possesses the private key K, the random number 
Nn., (at the time of the first time authentication, N 2  because 
n=1), the authentication information A' n  (at the time of the 
first time authentication, n=1), A, B', B, and the authenticator 
a and b, as stored information. The server 3 possesses the 
private key K, and the authentication information A' n  and yn 

 (at the time of the first time authentication, n=1) transmitted 
from the user 2 at the time of initial registration in FIG. 8, 
as stored information. 

[0096] The user 2 calculates b defined by Equation 48 
from stored Nn. 1  (step S351), and determines whether the 
calculated b is identical to the stored b (step S352). At this 
time, ID and S that are used for calculating b can be 

requested to the user 2 for every authentication process, and 
can be stored in the user 2. When the calculated b is identical 
to the stored b ("YES" at step S352), the user 2 goes to step 
S353. On the other hand, when the calculated b is not 
identical to the stored b ("NO" at step S352), the user 2 ends 
the process of the flowchart. 

b--X(ID, S, N, i) 	 (48) 

[0097] The user 2 creates a new random number 
stores Nn+2  (step S353), and calculates C' from following 
Equations 49 to 51 (step S354). 

c--X(ID, S, N, 2 ) 	 (49) 

C--F(ID, c) 	 (50) 

C'--F(ID, C) ( 	 (51) 

[0098] Subsequently, the user 2 calculates a, (3, and yn+1 
defined by following Equations 52 to 54, respectively, using 
the calculated b and C', and the stored K, A n, A' and B' (step 
S355). Then, the user 2 transmits ID, a, (3, and yn+1 to the 
server 3 (step S356). In addition, the user 2 stores the 
calculated c and C as the next authenticator b and the next 
authentication information B (step S357), and ends the 
process of the flowchart. As for the method of calculating a 
and (3, although there are various methods as described in the 
first embodiment, operations shown in following Equations 
52 and 53 are used as an example. 

a_-B' XOR An 	 (52) 

P--(B'+K) XOR A 	 (53) 

(54) 

[0099] The server 3 calculates A from following Equations 
55 and 56 using the authentication information A' n  and the 
private key K that are stored in association with a, (3, and ID 
received from the user 2 (step S358). 

B'--a XOR An 	 (55) 

A'_-P XOR (B +K) 	 (56) 

[0100] Then, the server 3 determines whether a result of 
the unidirectional conversion of the calculated A and the 
stored ID, F(ID, A), is identical to A' n  (step S359). When 
F(ID, A) is identical to A'n ("YES" at step S359), the server 
3 authenticates the user 2. Subsequently, the server 3 
decrypts the encrypted information yn using the received B' 
(indicated as D_{B'}(yn)), and calculates a defined by fol-
lowing Equation 57 (step S360). 

a _-D{B n} (yn) 	 (57) 

[0101] The server 3 determines whether a result of the 
unidirectional conversion of the calculated a and ID, F(ID, 
a), is identical to A (step S361). When F(ID, a) is identical 
to A ("YES" step S361), the server 3 verifies that the 
authentication information B' is not modified, and starts a 
connection with the user 2 (step S362). 

[0102] In addition, the server 3 stores B' as authentication 
information (A' n+ ,) that is used for the next ((n+1) t,) authen-
tication process (step S363). The server 3 stores yn + , that is 
transmitted from the user 2 at step S356 as the authentication 
information for the next ((n+1) t,) authentication process 
instead of yn (step S364), and ends the process of the 
flowchart. 

[0103] On the other hand, when F(ID, A) is not identical 
to A'n  ("NO" at step S359), the server 3 denies the authen-
tication of the user 2, transmits an error message to the user 
2 (step S365), and ends the process of the flowchart. 
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Furthermore, when F(ID, a) is not identical to A ("NO" at 
step S361), the server 3 determines that the authentication 
information B is modified, transmits an error message to the 
user 2 (step S365), and ends the process of the flowchart. 

[0104] As described above, according to the third embodi-
ment, the authentication information for an authentication 
process can only be created using data (password S and 
random number Nn, 1) that become sources of the authenti-
cation information that is exclusively stored in the apparatus 
to be authenticated (user 2). Therefore, even if information 
regarding the apparatus to be authenticated (ID, K, A', yn), 
which is stored in the authenticating apparatus (server 3) is 
stolen by a third party, the third party cannot create the 
authentication information for the authentication process, 
and cannot obtain an authentication by the authenticating 
apparatus. 

[0105] Furthermore, by verifying whether data 
(a:D{B'}(yn)) that becomes a source of the current authen-
tication information that is used for the current authentica-
tion is calculated from information (yn:E{B'}(a)) that is 
encrypted using the next authentication information (B'), it 
is possible to detect a modification of delivering information 
by a third party. 

[0106] In addition, by using different data (A') used for the 
authentication from data (A) used for detecting a modifica-
tion of delivering information, it is possible to enhance a 
security of the authentication process. 

[0107] As described above, in the authentication process-
ing method, the authentication processing program, the 
recording medium, and the authentication processing appa-
ratus according to the present invention, the data used for the 
authentication process is transmitted and received in a 
mask-processed state. Therefore, it is possible to prevent a 
leakage of data used for the authentication process to a third 
party. In addition, by verifying whether data obtained by 
applying a unidirectional conversion on data a that becomes 
a source of the current authentication information is identi-
cal to the current authentication information A, it is possible 
to authenticate a qualification of an apparatus to be authen-
ticated. 

[0108] Furthermore, in the authentication processing 
method, the authentication processing program, the record-
ing medium, and the authentication processing apparatus 
according to the present invention, in addition to a verifi-
cation of relation of information delivered to an authenti-
cating apparatus, a verification whether data obtained by 
applying a unidirectional conversion on data a that becomes 
a source of the current authentication information is identi-
cal to the current authentication information A is performed. 
With this mechanism, it is possible to detect whether the 
delivering information is created by a legal apparatus to be 
authenticated. Therefore, even if the current authentication 
information A that is registered in the authenticating appa-
ratus is stolen by a third party, it is possible to prevent an 
illegal authentication by others. 

[0109] The authentication processing method according to 
the present invention can be realized by executing a program 
prepared in advance with a computer, such as a personal 
computer and a workstation. The program is stored in a 
computer-readable recording medium, such as a hard disk 
(HD), a flexible disk (FD), a compact disk-read only 

memory (CD-ROM), a magneto-optic (MO) disk and a 
digital versatile disk (DOD). The computer reads out the 
program from the recording medium, and executes it. Fur-
thermore, the program can be distributed via a network, such 
as the Internet. 

[0110] According to the embodiments described above, it 
is possible to enhance security. 

[0111] The present document incorporates by reference 
the entire contents of Japanese priority document, 2005-
246506 filed in Japan on Aug. 26, 2005. 

[0112] Although the invention has been described with 
respect to a specific embodiment for a complete and clear 
disclosure, the appended claims are not to be thus limited but 
are to be construed as embodying all modifications and 
alternative constructions that may occur to one skilled in the 
art which fairly fall within the basic teaching herein set 
forth. 

What is claimed is: 
1. A method of authenticating a subject device to be 

authenticated, comprising: 

acquiring current authentication information that is cre-
ated using an arbitrary value, and that is used for a 
current authentication process, from the subject device; 

receiving first transmission information in which next 
authentication information to be used for a next authen-
tication process is hidden using the current authentica-
tion information, and second transmission information 
in which the arbitrary value is hidden using the next 
authentication information, from the subject device; 

calculating the next authentication information based on 
the first transmission information and the current 
authentication information; 

calculating the arbitrary value based on calculated next 
authentication information and the second transmission 
information; and 

determining whether to authenticate the subject device 
based on calculated arbitrary value and the current 
authentication information. 

2. The method according to claim 1, wherein 

the acquiring includes acquiring the current authentica-
tion information that is created by performing an opera-
tion using a one-way function on an arbitrary value, and 

the determining includes 

performing the operation using the one-way function 
on the calculated arbitrary value; and 

determining whether a value obtained by performing 
the operation using the one-way function on the 
calculated arbitrary value is identical to the current 
authentication information. 

3. The method according to claim 1, wherein 

the receiving includes receiving a value obtained by 
performing an operation using a mask function on the 
next authentication information and the current authen-
tication information, as the first transmission informa-
tion, and a value obtained by performing the operation 
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using the mask function on the arbitrary value and the 
next authentication information, as the second trans-
mission information, 

the calculating the next authentication information 
includes calculating the next authentication informa-
tion by performing the operation using the mask func-
tion on the first transmission information and the cur-
rent authentication information, and 

the calculating the arbitrary value includes calculating the 
arbitrary value by performing the operation using the 
mask function on the calculated next authentication 
information and the second transmission information. 

4. The method according to claim 1, further comprising 

acquiring an authentication key from the subject device, 
wherein the authentication key is unique to the subject 
device, wherein 

the receiving includes receiving a value in which the 
arbitrary value is hidden by a value obtained by per-
forming an operation using the authentication key on 
the next authentication information as the second trans-
mission information, and 

the calculating the arbitrary value includes calculating the 
arbitrary value based on the authentication key, the 
calculated next authentication information, and the 
second transmission information. 

5. The method according to claim 1, further comprising 

acquiring an authentication key from the subject device, 
wherein the authentication key is unique to the subject 
device, wherein 

the receiving includes receiving a value in which a value 
obtained by performing an operation using the authen-
tication key on the next authentication information is 
hidden using the current authentication information, as 
the first transmission information, and 

the calculating the next authentication information 
includes calculating the next authentication informa-
tion based on the authentication key, the first transmis-
sion information, and the current authentication infor-
mation. 

6. The method according to claim 1, further comprising 

acquiring encryption information in which the arbitrary 
value is encrypted using the next authentication infor-
mation as an encryption key, from the subject device, 
and 

the determining includes 

decrypting the encryption information using the next 
authentication information; and 

determining whether to authenticate the subject device 
based on decrypted encryption information. 

7. The method according to claim 6, wherein 

the acquiring includes acquiring the current authentica-
tion information that is created by performing, two 
times, an operation using a one-way function on the 
arbitrary value, and 

the determining includes 

performing, two times, the operation using the one-way 
function on the calculated arbitrary value; and 

determining whether to authenticate the subject device 
based on whether a value obtained by performing, 
two times, the operation using the one-way function 
on the calculated arbitrary value is identical to the 
current authentication information. 

8. A method of requesting an authentication to an authen-
ticating apparatus from a subject device to be authenticated, 
comprising: 

creating current authentication information that is used for 
a current authentication process, using an arbitrary 
value; 

delivering the current authentication information to the 
authenticating apparatus; 

creating first transmission information in which next 
authentication information to be used for a next authen-
tication process is hidden using the current authentica-
tion information; 

creating second transmission information in which the 
arbitrary value is hidden using the next authentication 
information; and 

transmitting the first transmission information and the 
second transmission information to the authenticating 
apparatus. 

9. The method according to claim 8, wherein 

the creating current authentication information includes 
creating the current authentication information by per-
forming an operation using a one-way function. 

10. The authentication processing method according to 
claim 8, wherein 

the creating the first transmission information by perform-
ing an operation using a mask function on the next 
authentication information and the current authentica-
tion information, and 

the creating the second transmission information includes 
creating the second transmission information by per-
forming the operation using the mask function on the 
arbitrary value and the next authentication information. 

11. The method according to claim 8, further comprising: 

creating an authentication key that is unique to a subject 
device to be authenticated; and 

delivering the authentication key to the authenticating 
apparatus, wherein 

the creating second transmission information includes 

performing an operation using the authentication key 
on the next authentication; and 

creating the second transmission information in which 
the arbitrary value is hidden by a value obtained by 
performing the operation using the authentication 
key on the next authentication. 

12. The method according to claim 8, further comprising: 

creating an authentication key that is unique to a subject 
device to be authenticated; and 

delivering the authentication key to the authenticating 
apparatus, wherein 

the creating the first transmission information includes 
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performing an operation using the authentication key 
on the next authentication information; and 

creating the first authentication information in which a 
value obtained by performing the operation using the 
authentication key is hidden using the current 
authentication information. 

13. The method according to claim 8, further comprising: 

creating encryption information in which the arbitrary 
value is encrypted using the next authentication infor-
mation as an encryption key; and 

delivering the encryption information to the authenticat-
ing apparatus. 

14. The method according to claim 13, wherein 

the creating current authentication information includes 
creating the current authentication information by per-
forming, two times, an operation using a one-way 
function on the arbitrary value. 

15. A computer-readable recording medium that stores 
therein a computer program for authenticating a subject 
device to be authenticated, the computer program making a 
computer execute: 

acquiring current authentication information that is cre-
ated using an arbitrary value, and that is used for a 
current authentication process, from the subject device; 

receiving first transmission information in which next 
authentication information to be used for a next authen-
tication process is hidden using the current authentica-
tion information, and second transmission information 
in which the arbitrary value is hidden using the next 
authentication information, from the subject device; 

calculating the next authentication information based on 
the first transmission information and the current 
authentication information; 

calculating the arbitrary value based on calculated next 
authentication information and the second transmission 
information; and 

determining whether to authenticate the subject device 
based on calculated arbitrary value and the current 
authentication information. 

16. A computer-readable recording medium that stores 
therein a computer program for requesting an authentication 
to an authenticating apparatus from a subject device to be 
authenticated, the computer program making a computer 
execute: 

creating current authentication information that is used for 
a current authentication process, using an arbitrary 
value; 

delivering the current authentication information to the 
authenticating apparatus; 

creating first transmission information in which next 
authentication information to be used for a next authen-
tication process is hidden using the current authentica-
tion information; 

creating second transmission information in which the 
arbitrary value is hidden using the next authentication 
information; and 

transmitting the first transmission information and the 
second transmission information to the authenticating 
apparatus. 

17. An authentication apparatus comprising: 

a first acquiring unit configured to acquire, from a subject 
device to be authenticated, current authentication infor-
mation that is created using an arbitrary value and that 
is used for a current authentication process; 

a receiving unit configured to receive first transmission 
information in which next authentication information 
to be used for a next authentication process is hidden 
using the current authentication information, and sec-
ond transmission information in which the arbitrary 
value is hidden using the next authentication informa-
tion, from the subject device; 

a first calculating unit configured to calculate the next 
authentication information based on the first transmis-
sion information and the current authentication infor-
mation; 

a second calculating unit configured to calculate the 
arbitrary value based on calculated next authentication 
information and the second transmission information; 
and 

a determining unit configured to determine whether to 
authenticate the subject device based on calculated 
arbitrary value and the current authentication informa-
tion. 

18. An authentication apparatus comprising: 

a first creating unit configured to create current authenti-
cation information that is used for a current authenti-
cation process, using an arbitrary value; 

a delivering unit configured to deliver the current authen-
tication information to an authenticating apparatus that 
authenticates the authentication apparatus; 

a second creating unit configured to create first transmis-
sion information in which next authentication informa-
tion to be used for a next authentication process is 
hidden using the current authentication information; 

a third creating unit configured to create second transmis-
sion information in which the arbitrary value is hidden 
using the next authentication information; and 

a transmitting unit configured to transmit the first trans-
mission information and the second transmission infor-
mation to the authenticating apparatus. 
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